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Abstract 
An increasing part of goods are transported using containers. Containers are the most vulnerable when static, and hence ports and 
other terminals are key locations in insuring the integrity of containers. Container transport chain monitoring is needed both for 
supply chain management and security reasons. Authorities demand increased freight visibility in order to assure compliance 
with the regulations and to avoid import of illicit goods. The paper discusses the technological possibilities to improve the 
integrity of containers in port related supply chains. Possible solutions are adding monitoring equipment, such as e-seals and 
tracking devices, monitoring the environment using cameras, improved gate processes. The optimal use of these technologies 
requires sharing of information between different stakeholders. Based on the assessment of the different measures, a set of 
recommendations to improve container security related to the implementation of the technologies will be provided.  
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1. Introduction 
Maritime transport plays a vital role in the world and the EU economy as 80% of world trade is carried by sea 
whilst short-sea shipping carries 40% of intra-European freight (European Commission, 2009). The global container 
equipment fleet is almost doubled during the last 10 years, and amounted to 37 million TEU at the end of 2014 
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(Drewry Maritime Research, 2015). There is hence a concern that shipping containers might be used by terrorists as 
a delivery vehicle for a chemical, biological, radiological or nuclear weapon (ECMT, 2005).  
As a disruption of operations in ports can become very costly the port security remains of paramount importance 
for Europe both due to direct threats to life and property as well as the potential for crippling economic damage 
arising from the effects on the supply chains. Since the terrorist attacks in the USA in September 2001, several 
regulations have been introduced with a special emphasis on the security of containerised port operations. Global 
security measures specifically targeting container-port operations include the International Ship and Port Facility 
Security (ISPS) code, the Container Security Initiative (CSI), and the 24-hour Advance Vessel Manifest Rule.  
Traceability and monitoring of cargo are key elements for intelligent transport logistics, and to support safe and 
secure freight transport (Rantasila et al., 2012). Real-time information on the supply chain security incidents and 
decision support tools for relevant actors enables early detection and shortens response times. (Gould et al., 2011). 
For example, Raab et al. (2011) have agreed that monitoring of optimal temperature is a prerequisite for cold chain 
management. Container transport chain monitoring is needed both for supply chain management and security 
reasons. Also authorities demand increased freight visibility, in order to assure compliance with the regulations and 
to avoid import of illicit goods. Rapid development of the monitoring technology has brought new possibilities to 
monitor loads and cargo security during port handling. Two EU co-sponsored projects have addressed the security 
of container transport: the SUPPORT project addressed the security of ports, the CONTAIN project the security of 
the container supply chain. The EU co-funded SUPPORT (2010–2014) project purposed to raise the current level of 
port security by integrating legacy port systems with new surveillance and information management solutions. Ports 
were given tools to establish the necessary and sufficient security level to satisfy evolving international regulations 
and standards while efficiently supporting the complexity of the real port environment.  
The CONTAIN project (2011-2015) aimed at specifying and demonstrating a European Shipping Containers 
Surveillance system in a global context which will encompass regulatory, policy and standardisation 
recommendations, new business models and advanced container security management capabilities. 
2. Objectives and methodology 
This paper will describe the possibilities to improve container security by using different container monitoring 
technologies and how they can be applied in port environments. Monitoring in ports has 3 major objectives: 
(1) insuring that the container, which arrives in the port, is untouched; (2) insuring that the integrity of the container 
is not compromised in the port and (3) insuring that the container is released to the correct party. 
The research methodology consists of three parts: (1) Modelling container processes in ports; (2) Analysis of 
technologies for container monitoring and (3) Selection method for monitoring technology. The paper starts with an 
overview of the process modelling, which aims at getting an overview of different activities and possible security 
gaps in container handling in ports. The paper continues with a short description of available monitoring 
technologies, and discusses electronic seals and container security devices in more detail. The sensor selection for 
devices is essential part of the solution, and the COAT method, which was developed by FOI (Swedish Defence 
Research Agency), is used for the selection process. 
3. Modelling of container processes in ports 
The work starts with an analysis of the processes in the port, in order to identify the needs and possibilities for 
improvement of security processes. The main stakeholders involved in the port freight process are freight 
forwarders, logistic operators, terminal operators, port operators and customs. The key supply chain stakeholders for 
sharing supply chain data are the Logistics Service Clients including consignor and consignee and the Transport 
Service Provider (e-Freight, 2010), as well as transport regulators like Customs and Transport Network Managers. 
Monitoring can be executed by current port operators, security service providers or by consigner or consignee.  
This phase included interviewing operations or similar managers of different stakeholders of the port. In addition 
to familiarising ourselves with their operations, the aim was to understand how different actors prevent threats, react 
in dangerous situations, act during accidents, and handle the situation after the occurrence.  
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Fig. 1 shows a high level model of the processes in the port (Scholliers and Toivonen, 2012). The various 
processes were studied in more detail using the BPMN (Business Process Modelling Model and Notation) 
technique. By splitting up the processes in smaller tasks, the flows between the different actors are identified, and 
technologies which can assist in the tasks identified. 
Standardised solutions for the messaging between the supply chain stakeholders are available, e.g. Common 
Reporting Schema (CRS) which fits for the security messaging. XML-based information exchange is slowly 
emerging as a viable alternative in transport domain solutions as well.  
4. Technology for monitoring containers in ports and the supply chain 
Monitoring of the integrity and status of the containers can be performed using different methods depending on 
the needs and interests of the stakeholders in the port and the supply chain:  
The first method is through non-intrusive identification and detection technologies. This includes the 
identification of driver, vehicle, container and seals during the different processes in the port, as well as the 
inspection for damage of the containers; and the use of non-intrusive sensors for e.g. radiation, both passive 
detection through e.g. radiation portals or using manual detectors, and scanning and screening through X-ray or 
gamma technology. The use of identification technologies requires collaboration with other stakeholders, both for 
access to databases, and to manage the distribution of tags. Non-intrusive detection technologies are mainly under 
the responsibility of Customs.  
The third method is to monitor the surroundings round the container during the processes in the port area using 
camera technologies such as CCTV (Closed Circuit Television) or FIR (Far Infrared). These technologies can be 
taken into use without the involvement of stakeholders outside the port.  
The third method is by adding intelligent equipment to the cargo or container, which strengthen the integrity of 
the cargo (e.g. through mechanical or electronic seals) and/or monitor the flow of the cargo through the supply 
chain. The addition of intelligence to containers requires the involvement of other parties in the supply chain such as 
the consignor, and hence the decision to apply the technology cannot be taken by the port stakeholders alone. 
Possible solutions include (Scholliers et al., 2012):  
x Radio Frequency Identification (RFID) tags which allow to identify presence near readers or Real Time Location 
Systems (RTLS), which allow to locate devices within restricted areas. RFID enables automating processes 
during the supply chain and assists in the authentication of goods. ISO standards for container identification have 
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Fig. 1. High-level model of container processes in port. 
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been developed (ISO 10891 and ISO 17363), but they have not been taken into use. Only for containers which 
have a closed loop supply chain, such as Stora Enso’s SECU unit, RFID is used Široký, 2010).  
x Electronic seals (e-seals) for container door status and customs’ purposes. Electronic seals are described in more 
detail in Section 4.1. 
x Tracking devices, using location technologies, mainly satellite positioning (GNSS) and communication 
technology (satellite and/or cellular). Additional MEMS sensors for e.g. temperature, humidity, light, pressure 
and shock can provide data about environmental conditions in the container. 
x Container Security Devices (CSD), which combine tracking devices with intrusion sensors. CSDs are described 
in more detail in Section 4.2. 
Information fusion is needed to integrate data from different sources like sensor data, trip plan and environmental 
data. An example is combining information from video surveillance with operational systems in order to detect 
deviations from prescribed paths. However, fusing information in order to identify exceptional situations is 
a challenging task, both technical as well as organisational.  
For the sensor systems, which are owned by the port or terminal stakeholders, the challenges are mainly 
technical, depending on the openness of the system in use and agreements with the sensor software provider, and 
include access to the data repositories, real-time transmission of raw or processed data, and the format and content 
of the sensor data transmitted, as well as data security and privacy issues. Technical challenges are developing 
semantics for the data transmitted, advanced data processing, and for the possible events, and for developing 
algorithms to fuse the information and assessing the risks. For several of the technologies mentioned, standards are 
available, but devices which combine different technologies are usually not standardised. 
4.1. Electronic seals 
Electronic seals (e-seals) attached to the container door allow in addition to the mechanical security an automated 
verifying of the integrity of containers. There are several types of electronic seals on the market. The simplest are 
the disposable e-seals, which are combination of bolt seal and passive Ultra High-Frequency RFID tag, and use the 
bolt as part of the antenna. The seal tags use the widely used standardised ePC (electronic Product Code) 
technology. When the seal is broken, the tag antenna is damaged and the reading range drops significantly which 
means that they only provide an indication that no material has been removed or added after the moment of 
attaching the seal. Major beneficiaries are customs and logistic operators that can assure that the container door has 
not been opened during the particular transport phase. Compared to mechanical seals, which are susceptible to 
copying and tampering, they offer a higher degree of authentication, allow more efficient and accurate processes 
(Mc Cormack et al., 2009) as well as automated identification procedures. They hence improve visibility, 
throughput, and administrative efficiency. Major disadvantages are the ease of removal, possible bypassing at 
container intrusion, the lack of acceptance by Customs, and the lack of a sustainable business case for global use.  
Electronic seals are currently only used in closed loop systems, for transport between distinct points, e.g. in Hong 
Kong for the air transport containers, and in the port of Kaohsiung for transport of transhipment containers between 
different port terminals (Tsai et al. 2012). A standard for electronic seals has been developed (ISO-18185:2007), but 
this standard requires two different technologies in the seal (RFID and RTLS) and, as it leads to high infrastructure 
costs (CHINOS, 2009), it has not been taken up by the market.  
4.2. Container Security Devices (CSDs)  
CSDs combine tracking devices and intrusion sensors, and can communicate breaches in real-time through 
cellular or satellite communication to a control centre. The intrusion sensor is generally a door and/or light sensor, 
sensing the opening of the door, but also volumetric Passive Infrared sensors, which can detect intrusions bypassing 
the container door, are on the market. CSD devices can also have short-range RFID technology. The CSD is 
installed at the container door as wireless signals do not penetrate through metal, the antenna part of has to be placed 
so that it has line-of-sight to satellites, mostly at the outside of the container door. The electronics are usually inside 
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the container. The CSDs are programmed and activated prior to shipment, so that a control centre can track in real-
-time or at regular time intervals the status, potential path deviations, and integrity of the container during transport.  
In addition to providing information that the integrity has not been compromised, and hence no goods have been 
lost, the information can also be used by Customs, for instance to build “green lanes” (Verbeek, 2011). 
Battery life time is an important criterion when selecting devices. Non-rechargeable batteries have a higher 
energy density and hence last longer trips. The lifetime of the battery is affected by its capacity, initial charge level, 
communication options, positioning and alarm rate, environmental conditions (e.g. frost), and the availability to 
access the network and satellite positions. The devices have to be designed so that the battery does not deplete 
during unsuccessful communications, such as when the device is outside of (cellular) networks (Scholliers et al, 
2012). A longer battery life also decreases the cost of maintenance, as batteries have to be changed or recharged less 
frequently. CSDs on the market promise a life time of 9 years for 1 transmission/day, or 2.4 years for 
6 transmissions/days (Telic, 2015). Due to the use of additional intelligence, such as motion sensors, the use of 
battery can be prolonged. For devices, attached or integrated into the shipping container, the lifetime should 
optimally be the lifetime of the container. Hence, a compromise has to be found between battery life time and 
transmission frequency. The required reporting rate depends on the desired security and the possibility for container 
recovery. For transport of high value goods over road a reporting rate of 5 or 30 minutes, dependent on the required 
security level (TAPA, 2014) is needed, but for empty container and sea travel a frequency of 1 update/day is 
sufficient. The battery life time should at least cover twice the maximum trip duration for multimodal trips, taking 
into account the required reporting rate.  
Critical aspects, which should be taken into account in the selection of CSDs, are the resistance against jamming 
and spoofing. Currently only little standardisation in the communication protocols used by tracking devices and 
CSDs is available. The concept of using CSDs for enhancing global container supply chains security and efficiency 
was validated in the SMART-CM project (Davydenko, 2012). CSDs from different manufacturers sent information 
to the device manufacturer’s server, which transferred the data in a uniform format to a “neutral layer”, where it was 
combined with information from other sources such as AIS. The results show that the main challenges of the take-up 
of CSDs included training of personnel for compliancy with new processes such as authorised closing and opening 
the container doors, device return logistics, and the additional costs related to installation, return and operation of the 
devices. Also false alarms, either caused by malfunctioning sensors, or non-compliance with given guidelines on 
e.g. opening of the containers, reduced the trust in the service.  
CSDs will only be successful if the benefits are larger than the additional costs, and if they will be accepted by 
Customs globally in order to use green lanes in ports, which allow speeding up delivery of goods.  
5. Monitoring devices selection  
Today organisations like logistic operators have no clear view on which type of devices and technologies suit 
best their needs for supply chain monitoring. The COAT method, developed by Carling et al. (2007), later also 
adapted by Söderström et al. (2008) for sensor systems assessment, has been used for the assessment of the best 
solution for container monitoring. The COAT method for sensors is basically a four stage process including: 
customer dialogue, planning and modelling, analysis and synthesis.  
The first stage of the COAT method is the customer dialogue, during which the needs of the customers are 
assessed and the risks and threats analysed (Fig. 2). The customer for monitoring can either be the port operator, the 
security service provider, or the consigner or consignee. Threat scenarios are identified. As criminals can bypass 
security measures, it is important to assess different alternatives of threat scenarios, i.e. not only the threat, but also 
the measures which can be taken by criminals, in order to define requirements for the candidate solutions, and to 
find gaps, overlaps and synergies between the candidate solutions The availability of systems on the market and 
procurement as well as maintenance costs are other very important factors to be weighed against the needs.  
During the second stage (planning and modelling), the possible sensor systems and information systems, which 
address the customer needs and threats, are identified. The detection and assessment of threats can either be solved 
by a single sensor or may require several sensors, information systems and different intelligence sources. Starting 
from the user needs, a checklist is drawn up for comparing the different solutions versus the user needs and the 
possibilities to cope with the identified threats.  
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In the third stage of the COAT method the different sensor systems are analysed in more detail, taking the 
possible variations of the threats, such as possible mitigation actions by criminals, into account.  
In the final stage of the COAT method, the possible solutions are discussed with the customers, a cost-benefit 
assessment is performed and the final system is selected. The application of the COAT method for a logistic 
operator shipping high value goods by cargo containers has been described in Section 6.2 
The company may have a mix of the different assets in use which need to be tracked, such as containers 
transporting low-value goods, containers with high value goods, and separate high-value or critical assets. The 
monitoring devices should be selected with respect to the specific customer requirements. Small battery driven 
tracking devices, which send alarms at critical environmental conditions and entry or exit of geofencing areas, can 
be attached directly to high-value shipments (Scholliers et al., 2012). For containers containing low-value goods 
a cheap solution may be sufficient and a higher security solution for high-value goods. Hence a set of devices should 
be selected which are able to communicate with a single background system and have similar activation and 
deactivation procedures. The set of devices may include: Basic trackers, tracker with intrusion sensors and basic or 
advanced CSD units. There is currently almost no standardisation for the transmission of information from tracking 
devices, and most devices transmit the data to a server owned by the device manufacturer or by a service provider. 
The selection of the tracking service provider is hence more important than the selection of a specific device. For the 
final selection the possibility to address other threats and the viewpoints of other stakeholders should be taken into 
account. When selecting the system, the customer should also consider whether he is only interested in monitoring 
containers or also the goods and/or other equipment. Different goods set different demands, which may not always 
be covered by the products supported by the device manufacturer. The selection of the backend system, which is 
able to handle the different devices needed, may become the predominant selection factor.  
6. Results 
6.1. Assessment of the container processes  
Based on an analysis of the different container processes, the potential threats to the processes, and the 
assessment of the potential solutions to address and mitigate the different threats, a set of issues related to security 
and potential solutions are identified. Table 1 gives an overview of these issues. 
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Table 1. Overview of container security issues and possible solutions in the port. 
Gate processes  
Queues and parking The security of road transport containers should be guaranteed, especially in areas outside the actual ISPS area, where 
queues can occur, e.g. prior to entry to the port and at Custom facilities. Technological tools which can assist in this 
purpose are e.g. booking systems, which assign a specific time slot for drivers or electronic queuing systems.. 
Safe truck parking places should be available in the neighbourhood of the port. Parking places near the gates, where 
drivers have to leave their vehicle for administrative procedures, should be under CCTV surveillance. 
Availability of 
documents 
Prior to arrival to the port facility, all information on container, vehicle, driver and seal should be made available to the 
port authorities, in order to speed up the procedures at the gate and to allow performing risk assessment prior to arrival. 
Real-time links to databases with stolen vehicles are needed to reduce risks related to defective pick-up.. 
Changes in vehicles and drivers should be reported by authorised actors prior to arrival at the port. 
Data security The information systems in the port are the basis for all actions, including delivery and release of containers. High 
security levels are hence needed to avoid than unauthorised parties can read or change information.  
Actors should only have access to the information required to perform their tasks. 
Driver identification Not all ports identify truck drivers. Vehicles and containers can be identified reliably without stopping using RFID and 
OCR technologies, but secure driver identification requires stopping the vehicle and the use of biometric identification. 
Systems assisting in speeding up driver identification are e.g. Dual RFID which combines vehicle RFID and driver 
identification. Setting up RFID or biometric identification systems requires collaboration with other stakeholders, e.g. 
for management and distribution of cards and biometric data. 
Seal identification Identification of mechanical bolt seals requires currently manual reading and inspection at close range. Hence, often 
only presence of the seal is checked and the number is not verified. Electronic seals allow identifying and verifying the 
integrity of seals, without stopping, but a sustainable business case for electronic seals has not yet been found. 
Physical damage 
inspection 
Imaging techniques can be used for visual inspection, e.g. at the entry and exit lanes, but these cover not all sides of the 
container. For checking the undercarriage, additional technology is required. Container doors or ends may be obstructed 
from view by the truck cabin or by another container. Dependent on the port processes, these sides should be imaged 
prior to loading. 
Container weight An accurate indication of the weight of the container is needed, and SOLAS has specified new regulations, allowing the 
weight of the container to be reported through calculation or through measurement. Sensors in the port, either installed 
at the gates or through measurement during handling, allow identifying significant differences between indicated and 
actual weight, but are not able to identify of small parcels containing e.g. drugs, in the container. 
Customs process  
Inspection for 
radiation 
The U.S. requirement for 100% scanning of all U.S. bound containers in the port of origin, originally due July 2012, 
has been delayed to 2016. If the requirement is maintained, this involves large costs for European ports in order to 
comply with these regulations, including extra scanning equipment, space for the physical location and reorganisation 
of port infrastructures, additional personnel, increased congestion and cycle times for containers in and around the port 
area. Assessment of the technology has also indicated that 100% scanning does not considerably increase the security 
level, as the system can be bypassed and increases costs, about 10% of the whole transport. (Policy Research 
Corporaton, 2009). Technologies for the detection of radiation are already in place in many ports, especially using 
Radiation Portal Monitors. These devices have as drawback they suffer from a large amount of false positives due to 
NORMs (Naturally Occurring Radioactive Materials), which requires risk assessment procedures in order to assess 
whether the container is treated as dangerous and proceed for second labour intensive inspection.  
Inspection for gases Gases are currently identified by putting a sensor through the container fittings. The technologies are labour and time 
intensive, as they require pulling containers aside for inspection. As containers may contain dangerous gases and 
vapours, it is advised to use these sensors prior to opening containers.  
Trucks in the yard  
Truck monitoring Assessment whether the driver does not deviate from the prescribed route, requires integration of the area surveillance 
system with other systems. Positions in the camera images should be able to be linked to geographical locations. C-ITS 
communications between trucks and roadside units in the port can assist in assuring compliance to the prescribed route. 
Container in the yard 
CSD and sensors 
mounted in containers 
Door and intrusion sensors in containers or CSDs can detect intrusion in containers. CSDs can be used to assure the 
integrity of containers, and through collaboration with Customs, green lanes can be achieved. Standardisation in the 
reporting of these devices is needed. Port stakeholders should be alerted of unauthorised events in the port in real-time, 
so that appropriate actions can be taken. This requires collaboration between service providers and the port. 
For Customs and port operator, it is difficult to discriminate between a CSD, attached by an authorised party, and 
a tracking device or CSD attached by a third party, which has as aim to track the container for possible interception. 
A future roadmap for these devices includes the direct integration of the devices in the container. 
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CCTV and video 
analytics 
Development in cameras, communication technology and image processing, allow to increase the performance of wide-
-area video surveillance. The use of digital IP HD-cameras and Intelligent Video Analytics allows automating event 
identification, and hence reduces the workload of the operators. New camera technologies allow also operating in poor 
lighting conditions, and can be completed with thermal imaging for improved night and adverse weather performance.  
Link between 
information systems 
in ports 
For interpretation of threats and identification of unauthorised movements, containers should be able to be identified in 
video. For identification of containers stacked in the yard, the accuracy of area surveillance systems is currently not 
sufficient (due to long distance to containers, obscured codes and non-ideal alignment of the container code towards the 
camera). In order to be able to identify critical containers, both a link between the video surveillance system and the 
terminal operating system, which keeps track of container positions and movements in the yard, as well as a common 
format for describing container locations in the stacks, is needed. 
Drones for additional 
surveillance 
The design of the surveillance system should be such, that there are no uncovered areas in the yard. Airborne 
(micro)drones can complement CCTV systems as they offer possibilities to monitor container stacks from the air and 
can hence have an unobstructed view between container stacks; however – as they can also be used by third parties 
outside the port area – security procedures should be put in place for the detection and the use of airborne drones. 
6.2. Monitoring of containers, transporting precision machinery 
6.2.1. Application of the COAT method to different container handling risk scenarios in ports 
The COAT selection method, described in Section 5, has been applied to selecting monitoring equipment for 
a metal machinery manufacturer shipping precision mechanical machinery by cargo containers.  
During the first stage of the COAT method, the customer needs and main risks are assessed. The main risks are 
theft and damage of the container during handling. The main risk for theft is in the road leg between the port and the 
final destination. A potential theft scenario is: “When the driver leaves the vehicle at an unguarded parking place in 
or near the port, criminals open the container, take goods out of the container and transfer them to their own 
vehicle”. For the analysis of the scenario, the possible measures the criminals can take in order to avoid the 
detection of the crime and the recovery of the goods, are assessed. From a more profound analysis of these 
scenarios, a more complex scenario – in addition to the basic scenario – is identified: “The criminals set up 
a blockade, and act like a fake police brigade. The gang uses GSM-jamming equipment in order to avoid tracking 
device communications and communications between the truck driver and the control centre. The gang threatens the 
driver to pass the truck keys and his driver ID card and takes over control of the truck. Through the use of GPS 
spoofing software, the control centre does not notice anything wrong. The truck driver is robbed and left at the side 
of the road. The truck is driven to another distant place, where the container is opened and the valuable load is 
moved to another vehicle.” 
The risk of machinery damage is estimated the highest during road transport due to too high curve speeds, and 
during container handling in ports.  
In the second stage of the COAT process, the candidate systems are identified. The identified solutions are: RFID 
based e-seals, tracking devices, Zigbee based e-seals with local communication to an on-board tracking device, 
GPRS-seals (e.g. padlock with location and cellular communication abilities), simple CSD-devices (i.e. door sensor 
+ tracking device), advanced CSD-devices (with additional intrusion sensor, e.g. Passive Infrared (PIR) sensor), 
tracking devices with intrusion sensors and RFID based CSD-devices. For identification of damage, the tracking 
device should have shock or vibration sensors. A checklist is made with the requirements for the different systems. 
Critical elements are the ease of installation and the activation of the devices, battery lifetime (at least 3 months), 
and the possibility to measure shocks. 
During the third stage, the solutions are analysed. For the first scenario, detection of the intrusion in real-time can 
be provided by GPRS- and Zigbee-seals, and by CSDs and tracking devices with intrusion sensors. CSD devices 
with intrusion sensors may also identify intrusions through bypassing the container door. RFID based e-seals and 
CSDs will only give an indication of the breach at the next reading point. In order to be able to recover cargo after 
theft, tracking devices should be directly attached to the goods in the container.  
For the second scenario, the unauthorized transport of the container can be detected by all devices which have 
communication and location information. GSM and GPS jamming or spoofing detection is for all devices still 
a challenging job. A drawback of seal-type devices is also the ease of removal. Unobtrusive installation is a key 
factor in avoiding tampering of the devices. Another limiting factor is the acceptance of the devices by Customs in 
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case of international transport: this relates both to the requirement of Customs to have access to the goods – which 
causes alarms for seals and CSDs – as well as to the need to include the device in the waybill.  
In the final stage, the solution is selected. For the metal machinery case, which involves transports from Finland 
to China and the U.S., a CSD which can be easily attached to the container door is selected, and which includes 
a shock sensor. In addition, a vibration logger is attached to the precision equipment.  
6.2.2. Application of CSDs to intercontinental supply chain 
The specific CSD selected is the Triton CSD device from Starcomsystems, which incorporates satellite location 
(GPS), light, door, temperature and shock sensors, as well as cellular communication. The device was attached near 
the door hinge of the container, without requiring any tooling. In order to measure shocks, and to assess the validity 
of the shock measurements of the Triton device, additional shock data loggers (Tinytag Plus, Shocklog RD298) 
were fastened to both the floor of the container and the machinery. 
The Triton device worked according to its specifications from shipment until receipt of the equipment, and 
provided location updates during the whole trips, including sea trips. As the device only has cellular communication, 
the data of the sea trips was transmitted when connection to a cellular network at land was made. The shipment to 
the U.S, in July 2013, included first transport by road from origin in Ostrobothnia in Finland, to Mäntyluoto port in 
Finland, then by vessel to Hamburg, by ocean carrier to Norfolk and then by train and road to Alabama, and lasted 
28.5 days. The shipment to China followed a similar route in Northern Europe, and was transported by vessel from 
Rauma to Hamburg, and then ocean carrier from Hamburg to Xiamen, and from there to its final destination near 
Xiamen by road. The whole delivery lasted about 2 months at the end of 2013, from which a delay of 11 days in 
Xiamen port.  
The occurrence of the shocks, measured by the different devices, was consistent with each other. However, there 
were differences in the magnitude of the shocks measured, due to the different properties of the acceleration sensors 
of the devices. The largest values were obtained during handling of the container in the ports. For the U.S. shipment, 
the largest shock occurred at Hamburg and Norfolk ports, with resp. 19g and 26g momentary peak measured by the 
Shocklog device. For the transport to China, largest shock values were measured in the ports where the container 
were handled (Rauma, Hamburg, Xiamen), with a maximum of about 14.7g.  
Also the climatic stresses were measured. The time of wetness (Relative Humidity higher than 80%) inside the 
container was measured with a Tinytag Plus logger. For the U.S transport, this was about 24 days of the 28.5 days, 
and for the transport to China, about 35 of 56 days, respectively. 
During the shipment, no major problems occurred. For both trips, the machinery equipment was received without 
damage. The procedures for both device activation (battery charging, programming, installation), and return 
logistics (communication with the consignee on how to return the equipment, including customs clearance) should 
be simple and streamlined. 
  
 
Fig. 3. Tracks of the containers shipped from Finland to U.S. (left) and China (right). 
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7. Conclusions  
This paper discusses how security of containers can be improved at the port and during the supply chain. There is 
a wide number of technologies available for assessing the security of containers both in the port and during the 
supply chain, which can be classified according to the value chains used by the technology. Monitoring equipment, 
which is added to containers, such as CSDs and e-seals, allows real-time visibility of the containers, but agreements 
between the stakeholders are required to ensure that appropriate and efficient countermeasures can be taken in case 
of a container intrusion. The major challenges are in agreeing on a uniform set of processes for e-seal and CSD 
operations and in agreeing on a uniform messaging set and exchange processes between the supply chain parties. 
In the absence of such agreement, the selection of monitoring devices is made by the customer based on his own 
needs and identified risks. The final selection of monitoring devices should be made through assessing the complete 
range of assets to be monitored, which may include low-cost solutions for low-value cargo containers and advanced 
solutions for high value containers, and additionally the need to monitor specific high value and critical assets.  
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